
An utomated method for arge cale 
omprehensive isk anagement of 

cyber -security

м



·Our Goal: to build tools and metrics to assist cyber 
decision-making.

·An attempt to overview the problem in a systematic 
way.

н



·The classic approach: ȰClosing all the gapsȱ
·The  field emerged bottom up from the world of Ȱtechȭ breachesȱ;

·The language used is usually very low-level and technical, and 
sometimes very high-level (actors etc.);

·The focus is on the Ȱnew and excitingȱ, without general context;

·Defenders end up constantly chasing the most recent events.

·The dangers of this approach:
·Missing the relative importance of different issues;

·Difficulty assessing comprehensive vulnerability unbiasedly ;

·Sub-optimal resource allocation;

·Difficulty translating between strategy and practical steps;

·A gap between connecting regulation to actual benefit.
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·The use of a mid-level language of 

·This approach benefits by giving the abilities to:

·Translate high-level strategy into detailed practical 
steps;

·Look at all the data in an organized fashion;

·Focus resources to main weak points;
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·The threats that are likelier, 
more severe and cheaper to 
treat ɀare the first to deal 
with.

·The challenge is determining 
how the threats should be 
prioritized.
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